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Managing the Business Risk of Fraud: A Practical Guide

* FRAUD PREVENTION SCORECARD

* FRAUD DETECTION SCORECARD



FRAUD PREVENTION SCORECARD

Fach area, factor, or consideration scored should have a note associated with it that

describes the action plan for bringing it to green on the next scorecard.

Fraud Prevention Area, Factor, or Consideration

Score

Notes

Our organizational culture-tone at the top-is as strong as it can possibly be
and establishes a zero-tolerance environment with respect to fraud.

Cur organization’s top management consistently displays the appropriate
attitude regarding fraud prevention and encourages free and open

communication regarding ethical behavior.

Our Code of Organizational Conduct has specific provisions that address and
prohibit inappropriate relationships whereby members of our board or
members of management could use their positions for personal gain or

other inappropriate purposes.

We have done a rigorous fraud risk assessment using the COSO Enterprise
Risk Management-Integrated Framework and have taken specific actions to

strengthen our prevention mechanisms as necessary.

We have assessed fraud risk for our organization adequately based on
evaluations of similar organizations in our industry, known frauds that have
occurred in similar organizations, in-house fraud brainstorming, and periodic

reassessments of risk.

We have addressed the strengths and weaknesses of our internal control
environment adequately and have taken specific steps to strengthen the

internal control structure to help prevent the occurrences of fraud.

Our organizational structure contains no unnecessary entities that might be
used for inappropriate purposes or that might enable less-than-arms-length

transactions or relationships.

We have assessed all overseas and decentralized operations carefully and
have taken proactive steps to ensure that they have fraud preventive
controls in place to conform with the strictest legal standards and highest

ethical principles.

We have divested our organization of all unnecessary third-party and

related-party relationships.




Fraud Prevention Area, Factor, or Consideration

Score

Notes

For any remaining third-party and related-party relationships, we have taken
positive measured to ensure that such relationships do not allow

opportunities for frauds to occur without detection.

We have assessed the alignment of authoerities and responsibilities at all
levels of organization management and are not aware of any misalignments

that might represent vulnerabilities to fraud.

Qur audit committee has taken a very proactive posture with respect to

fraud prevention.

Our audit committee is composed only of independent directors and

includes persons with financial accounting and reporting expertise.

Our audit committee meets at least quarterly and devotes substantial time
to assessing fraud risk and proactively implementing fraud preventive

mechanisms.

We have a strong internal audit department (if applicable) that functions
independently of management. The charter of our internal audit
department expressly states that the internal audit team will help prevent

and detect fraud and misconduct.

We have designated and individual with the authority and responsibility for
overseeing and maintaining our fraud prevention programs, and have given
this individual the resources needed to manage our fraud prevention
programs effectively. This individual has direct access to the audit

committee,

Our human resourced department conducts background investigations with
the specific objective of assuring that persons with inappropriate records or
characters inconsistent with our corporate culture and ethics are identified

and eliminated from the hiring process.

Our human resources department conducts background investigations with

respect to promotions or transfers into positions of responsibility.

personnel involved in the financial reporting process have been assessed
with regard to their competencies and integrity and have been found to be
of the highest caliber.

All of our employees, vendors, contractor, and business partners have been
made aware of our zero-tolerance policies related to fraud and are aware
of the appropriate steps to take in the event that any evidence of possible

fraud comes to their attention.




Fraud Prevention Area, Factor, or Consideration

Score

Notes

We have a rigorous program for communicating our fraud prevention
policies and procedures to all employees, vendors, contractors, and

business partners.

We have policies and procedures in place for authorization and approvals
of certain types of transactions and for certain values of transactions to

help prevent and detect the occurrences of fraud.

Our performance measurement and evaluation process includes and
element specifically addressing ethics and integrity as well as adherence to

the Code of Organizational Conduct.

All new hired must undergo rigorous ethics and fraud awareness and fraud

prevention training.

All employees must attend periodic (at least annual) ethics and fraud
awareness and fraud prevention training, and the effectiveness of this

training is affirmed through testing.

Terminated, resigning, or retiring employees participate in an exit interview
process designed to identify potential fraud and vulnerabilities to fraud that
rnay be taking place in our organization. A specific focus of these interviews
is an assessment of management’s integrity and adnerence to the Code of
Organizational Conduct. All concerns resulting from these interviews are

communicated to our audit committee.

We have an effective whistleblower protection program and fraud hotline in
place, and its existence and procedures are known to all employees,

vendors, contractors, and business partners.

We review the above fraud preventive mechanisms on an ongoing basis and
document these reviews as well as the communication with the audit

committee regarding areas that need improvement.

We have a fraud response plan in place and know how to respond if a

fraud allegation is made. The fraud response plan considers.

® Who should perform the investigation.

® How the investigation should be performed.

® ‘\When a voluntary disclosure to the government should be made.
® How to determine the remedial action.

® How to remedy control deficiencies identified.

® How to administer disciplinary action.




FRAUD DETECTION SCORECARD

fach area, factor, or consideration that scores either red or yellow should have a note associated with it that

describes the action plan for bringing it to green on the next scorecard.

Fraud Prevzntion Area, Factor, or Consideration

Score

Notes

We have integrated our fraud detection system with our fraud prevention system ina
cost-effective manner.

Our fraud detection processes and techniques pervade alt levels of responsibility
within our organization, from the board of directors and audit committee, to
managers at ali levels, to employees in all areas of operation.

Our fraud detection policies include communicating te employees, vendors,
and stakeholders that a strong fraud detection system is in place, but certain
critical aspects of these systems are not disclosed to maintain the effectiveness
of hidden controls.

We use mandatary vacation periods or job rotation assignments for employees in key
finance and acrounting control pasitions.

We periodically reassess our risk assessment criteria as our organization grows and
changes to make sure we are aware of all possible types of fraud that may occur.

Our fraud detection mechanisms place increased focus on areas in which we have
concluded that preventive controls are weak or are not cost-effective.

We focus our data analysis and continuous auditing efforts based on our assessment
of the types of fraud schemes to which organizations lixe ours {in our inctustry, or
with our lines of business) are susceptible,




Fraud Prevention Area, Factor, or Consideration

Score

Notes

We take steps te ensure that our detection processes, procedures, and techniques
remain confidential so that ordinary employees — and potential fraud perpetrators
- - do not become aware of their existence.

We have comprehensive documentation of our fraud detection processes, procedures,

and technigques so that we maintain our fraud detection vigilance over time and as
our fraud detection team changes.

Qur detective controls include a well-publicized and well-managed fraud hotline.

Our fraud hotline program provides anonymity to individuals who report suspected
wraongdoing.

Cur fraud hotline program inciudes assurances that employees who report suspected
wrongdoing wilt not face retaliation. We monitor for retaliation after an issue has
been reported.

Our fraud hotline has a multilingual capebility and provides access ta a trained
interviewer 24 hours a day, 365 days a year.

Our fraud hotline uses 3 case management system to tog all calls and their follow-up
to resolition, is tested periodically by our internal auditors, and is overseen by the
audit committee,

Our fraud hotline program analyzes data received and compares results to norms for
similar organizations.

Qur fraud hotline program is independently evaluated periodically for effectiveness
and compliance with established protocols.

We use a rigorous system of data analysis and continuous auditing to detect
fraudulent activity.

Qur information systemns/IT process controls include controls specificaily designed 1o
detect fraudulent activity, as welf as errors, and include reconciliations, independent
reviews, physical inspections/counts, analyses, audits, and investigations.

Our internal audit department’s charter includes emphasis on conducting activities
designed to detect fraud.

Our internal auditors participate in the fraud risk assessment process and plan fraud
detection activities based on the results of this risk assessment.




Fraud Prevention Area, Factor, or Consideration

Score

Notes

Qur internal auditors report to the audit committee and focus appropriate resources
on assessing management’s commitment to fraud detection.

Our internal audit department is adeguately funded, staffed, and trained to follow
professional standards, and our internal audit personnel possess the appropriate
competencies ta support the group’s objectives.

Our internal audit department performs risk-based assessments to understand
motivation and where potential manipulation may take place.

Our internal audit personnel are aware of, and are trained in, the tools and
techniques of fraud detection, response, and investigation as part of their
continuing education program.

Our data analysis programs focus on journal entries and unusuat transactions, and
transactions occurring at the end of a period or those that were made in one period
and reversed in the next period.

Our data analysis programs identify journal entries posted to revenue or expense
accounts that improve net income or otherwise serve to meet analysts’ expectations
or incentive compensation targets.

We have systems designed to monitor journal entries for evidence of possible
management override efforts intended to misstate financial information.

We use data analysis, data mining, and digital analysis tools to: {a) identify hidden
relationships among people, organizations, and events; {b) identify suspicious
transactions: {2} assess the effectiveness of internal controls; (d) monitor fraud threats
and vulnerabilities; and (e} consider and analyze large volumes of transactions on a
real-time basis.

We use continuous auditing techniques to identify and report fraudulent activity
more rapidly, including Benford's Law analysis to examine expense reports, general
ledger accounts, and payroll accounts for unusual transactions, amounts, or patterns
of activity that may require further analysis.

We have systems in place to monitor employee e-mail for evidence of potential fraud.




Fraud Prevention Area, Factor, or Consideration

Score

Notes

Cur fraud detecticn documentation identifies the individuals and depariments
responsible for:

Designing and planning the overall fraud detection process.
Designing specific fraud detective controls.

Implementing specific fraud detective controls.

Monitoring specific fraud detective controls and the overall system
of these controls for realization of the process objectives.

Receiving and responding to complaints related to possible
fraudulent activity.

Investiyating reports of fraudulent activity.

Communicating information about suspected and confirmed fraud to
approptiate parties.

Periodically assessing and updating the plan for changes in technology,
processes, and organization.

We have established measurement criteria to monitor and improve compliance with
fraud detective controls, including:

L4

nNumber of, and Yoss amounts from, known fraud schemes committed against
ths crganization.

Number and status of fraud allegations received by the organization that
reguired investigation.

Number of fraud investigaticns resclved.

Number of employees whao have signed the corporate ethics statement,
Number of employees who have completed ethics training sponsored

fy the organization.

Number of whistieblower allegations received via the organization’s hotline.
Number of messages supporting ethical hehavior delivered to employees

by executives.

Numbe: of vendors who have signed the organization’s ethical

behavior policy.

Number of customers who have signed the organization’s ethical

behavior policy.

Number of fraud audits performed by internal auditors.

We periodically assess the effectiveness of our fraud detection processes, procedures,
and techniques; docurnent these assessments; and revise our procasses, procedures,
and technigues as appropriate.
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